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(54) SOFTWARE MANAGING SYSTEM 

(57)Abstract 

PURPOSE: To easily maintain and manage the program of software 
so as not to be illegally used in plural terminal equipments connected 
by a communication means such as LAN. 

CONSTITUTION: Each time of the execution request of the program, 
a terminal equipment Tn transmits security check information such 
as the identification names of the program, the terminal equipment 
and a user to a server S. Then the server S judges the validity of the 
using possibility of the program in the terminal equipment Tn based 
on managing information such as the identification name of the 
program, the identification name of the terminal equipment capable of 
using it and the identification name of the user, which are stored in ^ 
i advance, and security check information received from the terminal 

equipment Tn. Then the judging result is transmitted to the terminal 
equipment Tn which transmitted security information and then the 
terminal equipment Tn gives an execution right to the program based ; 
on the judging result received from the server S. 
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* NOTICES * 

The Japanese Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] In the software-management system which connects a server and two or more terminal units by means of 
communications, and shares a program by this ********** A management information storage means to memorize 
management information, such as an identifier of an usable terminal unit, an user's identifier, and this users password, 
for the identifier of the aforementioned program, and this program to the aforementioned server, A means to judge 
the validity of the use propriety of the aforementioned program in this terminal unit based on the security check 
information received from the management information memorized by this means and the aforementioned terminal 
unit, A means to transmit the decision result by this means to the terminal unit which has transmitted the 
aforementioned security check information is established. A means to transmit security check informations, such as 
an identifier of this program, an identifier of a terminal unit, an user's identifier, and this users password, to the 
aforementioned server whenever the aforementioned terminal unit has the aforementioned program-execution 
demand, The software-management system characterized by establishing a means to give the right of execution to 
the aforementioned program based on the decision result received from the aforementioned server. 
[Claim 2] The software-management system characterized by to establish a means to return the running state of the 
present of the aforementioned program when the aforementioned program-execution status in the aforementioned 
terminal unit is periodically asked to the aforementioned server, a means to supervise the program-execution status 
based on the running state of the present of the program returned from this terminal unit is prepared in it and the 
inquiry from the aforementioned server is in it in a software-management system according to claim 1 at the 
aforementioned terminal unit. 

[Claim 3] The software-management system carry out having prepared a means to arbitrate with the priority which 
set up this execution demand beforehand when an execution demand new when the execution demand which 
exceeds the concurrency possible number beforehand decided to be the aforementioned server from the 
aforementioned terminal unit to the aforementioned program in a software-management system according to claim 1 
is received, and when the aforementioned program is performed with the concurrency possible number decided 
beforehand was received as the characteristic feature. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention connects a server and two or more terminal units by means of communications, 
such as a Local Area Network (LAN), and relates to the software-management system which shares various kinds of 
programs with each of that terminal unit. 
[0002] 

[Description of the Prior Art] It is asked for acquiring and using the right (a "license" being called) which a user 
exchanges a contract among the venders of a program and uses the program when using the program of a computer 
now. And the service conditions which use it for a program, such as a computer, an user, and the number of 
simultaneous use, are imposed, and except the service condition, as use of a program is not accepted, the 
unauthorized use of a program is prevented. 

[0003] Moreover, as authorization is made for there to be nothing and a program cannot be copied physically, when 
the illegal copy of a program is not prevented, or the service condition is embedded at a program and it does not 
agree in the service condition at the time of use, execution is made impossible and the unauthorized use of a program 
is prevented. 

[0004] However, when use of a program was enabled only on the above service conditions, the new problem that it 
could not correspond to change of the computer distributed-processing environment where two or more computers 
are connected and used through the Local Area Network (LAN) which has progressed in recent years, and the 
operating environment of the computer by the increase in the installation number of a computer occurred. 
[0005] For example, even if an user does not start having the royalty of a program, either, does not perform the 
program only by specific computer in LAN and wanted to make it perform by other computers, he was not able to do. 
Moreover, there was a thing for which the royalty is set as a certain computer in LAN and to which it does not start 
that it is also needed but two or more users become unable to use it. Therefore, the operating environment of LAN 
was fully unutilizable. 

[0006] Then, when two or more same programs are owned, in order to use these efficiently by each computer in LAN, 
when it enabled it to perform, without specifying the computer and user who use it, it will be unjustly used by the 
user in whom a program does not have a royalty, and there was a problem that it became impossible to protect the 
profits of the vender of a program. 

[0007] Conventionally, ID (machine ID) and software ID of a terminal unit which were stored in record media, such as 
a floppy disk, with the program of software were compared, the justification of the license to use of the software was 
checked, and there was equipment (for example, refer to JP.6-1 19164,A) prevented so that the software for a 
contract may not be used with the terminal unit except the license agreement having been carried out 
[0008] 

[Problem(s) to be Solved by the Invention] Although the user turned with the program of software with the record 
medium which stored machine ID and software ID, software ID was moved to other terminal units on LAN or 
re-registration to the same terminal unit was enabled with the above conventional equipments, since even the 
terminal unit to use had to turn with the record medium, there was a problem that the maintenance and management 
which the program of software is made not to be used improperly with the terminal unit on LAN became difficult 
[0009] This invention is made in view of the above-mentioned point, and it aims at enabling it to perform maintenance 
and manage easily so that the program of software may not be used improperly with two or more terminal units 
connected by means of communications, such as LAN. 
[0010] 

[Means for Solving the Problem] In the software-management system which connects a server and two or more 
terminal units by means of communications, and shares a program with each of that terminal unit in order that this 
invention may attain the above-mentioned purpose A management information storage means to memorize 
management information, such as an user's identifier of an usable terminal unit, an identifier, an user's password, etc., 
for the identifier and program of the above-mentioned program to the above-mentioned server, A means to judge the 
validity of the use propriety of the above-mentioned program in the terminal unit based on the security check 
information received from the management information memorized by the means and the above-mentioned terminal 
unit, A means to transmit the decision result by the means to the terminal unit which has transmitted the 
above-mentioned security check information is established. 

[0011] Furthermore, a means to transmit security check informations, such as an user's identifier of the program, an 
identifier of a terminal unit, an identifier, an user's password, etc., to the above-mentioned server whenever the 
above-mentioned terminal unit has the above-mentioned program-execution demand, and a means to give the right of 
execution to the above-mentioned program based on the decision result received from the above-mentioned server 
are established. 

[0012] Moreover, when the above-mentioned program-execution status in the above-mentioned terminal unit is 
periodically asked to the above-mentioned server, a means to supervise the program-execution status based on the 
running state of the present of the program returned from the terminal unit is established and the inquiry from the 
above-mentioned server is in the above-mentioned terminal unit, it is good to establish a means to return the running 
state of the present of the above-mentioned program. 

[0013] Furthermore, when an execution demand new when the execution demand exceeding the concurrency possible 
number beforehand decided to be the above-mentioned server from the above-mentioned terminal unit to the 
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above-mentioned program is received, and when the above-mentioned program is performed with the concurrency 
possible number decided beforehand is received, in addition, it is good to prepare a means to arbitrate with the 
priority which set up the execution demand beforehand. 
[0014] 

[Function] The software-management system by this invention Whenever a program-execution demand has a 
terminal unit, security check informations, such as an user's identifier of the program, an identifier of a terminal unit, 
an identifier, an user's password, etc., are transmitted to a server. The identifier and program of the program which 
the server memorized beforehand Based on the security check information received from management information 
and terminal units, such as an user's identifier of an usable terminal unit, an identifier, an users password, etc., the 
validity of the use propriety of the program in the terminal unit is judged. Since the decision result is transmitted to 
the terminal unit which has transmitted the security check information and a terminal unit gives the right of execution 
to a program based on the decision result received from the server It can perform easily performing maintenance and 
managing so that the program of software may not be used improperly with each terminal unit 

[0015] Moreover, when a server asks the program-execution status in a terminal unit periodically If the terminal unit 
supervises the program-execution status based on the running state of the present of the program to which the 
running state of the present of a program is returned to and a server is returned from the terminal unit A server can 
always supervise the program-execution status on each terminal unit The time of the status which cannot reply to 
an inquiry from a server like the runaway state of a program in each terminal unit, and when a program is in an idle 
state for a long time The right (royalty) of a program execution to the terminal unit can be stopped, it can prepare for 
an execution demand from other terminal units, and the royalty of a program can be efficiently used with two or more 
terminal units. 

[0016] Furthermore, when the execution demand whose server exceeds the concurrency possible number beforehand 
decided from the terminal unit to the program is received, and when an execution demand new when the program is 
performed with the concurrency possible number decided beforehand is received If it is made to arbitrate with the 
priority which set up the execution demand beforehand, a server can permit the right of a program execution to the 
terminal unit with a high priority, when a program-execution demand competes. Moreover, when a program-execution 
demand competes, the right of execution can be made to transfer from a low execution demand of an urgency, 
without terminating a high execution demand of an urgency. Therefore, the right of a program execution can be given 
according to a demand of an user. 
[0017] 

[Example] Hereafter, the example of this invention is concretely explained based on a drawing. Drawing 1 is a block 
diagram showing the software-management structure of a system which is one example of this invention. This 
software-management system connects two or more terminal units T1-Tn to each other by Local Area Network 
(LAN) 10 which is means of communications, and shares a program with each terminal unit Moreover, server S is 
connected as a security check server of the program shared on LAN 10. 

[0018] Each terminal units T1-Tn are computers, such as a personal computer, a work station, and a specific 
functional dedicated terminal. The thing only for [ of a program ] security checks is sufficient as server S, and it may 
perform the function as a security server as a function of one program of computers, such as a personal computer 
and a work station. 

[0019] The transmission gestalt of LAN 10, a topology, and a protocol may use any of a well-known thing, and if it 
considers as extension of LAN 10, they can apply them also to a wide area network. Although server S has connected 
one set in this example, it may connect two or more sets and may use intended use for each properly for every 
program and every terminal unit 

[0020] Drawing 2 is a block diagram showing the configuration of each terminal units T1-Tn shown in drawing 1 . A 
terminal unit Tn consists of I/O device 1 , the storage 2, a LAN interface 3, and CPU4. I/O devices 1 are output units, 
such as input units, such as a keyboard, a mouse, and a scanner, a display of CRT, LCD, etc., an ink jet printer, and a 
LASER beam printer. 

[0021] Storage 2 is memory, such as a hard disk drive unit which stores a program and various kinds of data, and an 
optical-magnetic disc equipment The LAN interface 3 manages the communications control of LAN 10. CPU4 is a 
microcomputer which has ROM, RAM, etc., manages a control of this whole terminal unit, and also achieves the 
function concerning this invention. 

[0022] That is, this CPU4 achieves the function of a means to transmit security check informations, such as an 
user's identifier of the program, an identifier of a terminal unit an identifier, an user's password, etc., to server S 
whenever there is a program-execution demand, and a means to give the right of execution to a program based on 
the decision result received from server S. Moreover, when there is an inquiry from server S, the function of a means 
to return the running state of the present of a program is also achieved. 

[0023] Drawing 3 is a block diagram showing the configuration of server S shown in drawing 1 . Server S consists of 
I/O device 11, the storage 12, the LAN interface 13, CPU 14, and a timer 15. I/O devices 1 1 are output units, such as 
input units, such as a keyboard, a mouse, and a scanner, a display of CRT, LCD, etc., an ink jet printer, and a LASER 
beam printer. 

[0024] Storage 1 2 is memory, such as a hard disk drive unit which stores a program, and an optical-magnetic disc 
equipment, and the managed table counter 16 also has it This managed table counter 16 is an area which stores the 
program management information table which memorizes management information, such as an user's identifier of an 
usable terminal unit, an identifier, an user's password, etc., for the identifier and program of the program used as a 
management object. 

[0025] The LAN interface 13 manages the communications control of LAN 10. A timer 15 counts the interruption 
spacing of predetermined time. CPU 14 is a microcomputer which has ROM, RAM, etc., manages a control of this 
whole server and also achieves the function concerning this invention. 

[0026] That is, the function of a means to judge the validity of the use propriety of the program in the terminal unit 
based on the security check information received from the management information memorized by the program 
management information table of the managed table counter 16 and the terminal units T1-Tn, and a means to 
transmit the decision result to the terminal unit which has transmitted the security check information is achieved. 
[0027] Moreover, a means to supervise the program-execution status based on the running state of the present of 
the program which asks periodically the program-execution status in terminal units T1-Tn, and is returned from the 
terminal unit, When the execution demand exceeding the concurrency possible number beforehand decided from 
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terminal units T1~Tn to the program is received, And when an execution demand new when the program is performed 
with the concurrency possible number decided beforehand is received, the function of a means to arbitrate with the 
priority which set up the execution demand beforehand is also achieved. 

[0028] The initial cofiguration of this software-management system is explained. First, the initial cofiguration of the 
server S is carried out. A program management information table is memorized to the managed table counter 16 of 
the storage 1 2 of server S. 

[0029] Drawing 6 is drawing showing an example of a format of a program management information table, program 
name (of the program from which this program management information table serves as a management object — with 
the identification number (P) of a program to every N) The concurrency possible number (R) and program of the 
program The usable identifier of a terminal unit (Tn), The management information of usable identifier (U) and an 
user's password of an user (PW) is stored for the program-execution priority (CP) of each terminal unit, the request 
number, and program from the terminal unit under program execution. 

[0030] For example, the management information of the program of a program nameJ*word processor B" A program^ 
identification number "P05", a concurrency possible number "3", the identifier "T1" of an usable terminal unit, "T2", 
and "T3" are stored, as a program-execution priority of each of that terminal unit The priority of the terminal unit of 
an identifier "1" > The priority "3" of the terminal unit of an identifier "T2" and the priority "2" of the terminal 

unit of an identifier "T3" are stored. 

[0031] Moreover, while the program of a program name "word processor B" is performing with each terminal unit of 
an identifier "T1", "T2", and "T3", the request number sent from the terminal unit is stored. This request number 
stores initial value "0", when it is not [ be / it ] under execution. Furthermore, an usable user's identifier "U1 ", "U2", 
"U3", each user's password "PW1 ", "PW2", and "PW3" are stored for the program of a program name "word 
processor B." 

[0032] In the software-management system of this example The program name (N), the program identification number 
(P), and concurrency possible number (R) in this program management information table It provides for the user (for 
example, manager of a server) from whom the provider (rightful claimants, such as a manufacturer) of the program 
acquired the program royalty together with the program. According to a program, as for the password (PW) of the 
identifier (Tn) of an usable terminal unit, a user name (U), and an user, a server manager shall set up the program. 
[0033] Furthermore, the interruput signal recurrence interval (TM time) of the predetermined spacing of the timer 15 
of server S is set up at the time of this initialization. Server S asks the program-execution status to a terminal unit 
while performing the program for a management for every TM time of this. 

[0034] Next, security check processing of a program in this software-management system is explained. By 
initialization processing at the time of the program activation when starting a desired program execution, a terminal 
unit makes the login packet (login packet) which stored the identification number of a desired program, the identifier 
of self^equipment, the user-identification name, and the user's password to server S a security check information, 
sends it through LAN 10, and performs the program-execution demand. 

[0035] Server S will judge the validity of the program execution (use) in the terminal unit with reference to a program 
management information table, if the login packet of a security check information is received from a terminal unit 
through LAN 10. 

[0036] Namely, the identification number of the program of the request in the login packet received from server S, 
the identifier of self-equipment, a user-identification name, and the user's password It judges whether it corresponds 
to an usable user's identifier (Tn). of the concurrency possible number (R) of the program name (N) with the 
execution demand in a program management information table, and an usable terminal unit, identifier (U), and an 
user's password (PW). If it does not correspond and "execution disapproval" is corresponded, "execution 
authorization" will be returned to a terminal unit as the decision result. 

[0037] If the decision result which judged whether an operation of a program could be started based on it, and was 
received from server S when the terminal unit received the decision result of the validity of the execution to the 
program which carried out the execution demand from server S is "execution authorization", a program execution is 
started, and if it is "execution disapproval", initialization processing of a program is not performed by ending. In 
addition, when "execution disapproval" is received from server S ? you may leave processing when not performing a 
program execution for every program. 

[0038] The interruput signal which a timer 1 5 generates periodically for every TM time is made into a trigger during a 
program execution with each terminal unit, and server S searchs a program management information table, searches 
the terminal unit under program execution, attaches a request number to the searched terminal unit, and transmits 
the check packet (check packet) which is a packet (Q) of an inquiry to order. 

[0039] A terminal unit will return a reply packet (A), if a check packet is received from server S and the program with 
the inquiry will perform. When server S does not receive the packet of a reply within predetermined time (TMX time) 
from the terminal unit of the sending place of a check packet, it is judged as what the program does not have at a 
terminal unit and does not have a response by causes, such as a runaway state and abnormal termination, the 
request number of the program in the terminal unit is made into initial value "0", and under execution is deleted. As 
for this TMX time, it is good to make it several minutes from some dozens of seconds (for example, 60 seconds). 
[0040] And a terminal unit transmits the packet (Q) of an inquiry of log-out [ in end processing ] (logout) in server S 
at the time of a program end, and if the packet is received, server S will jnake the request number of the program of 
the terminal unit with which it corresponds in the packet initial value "0", and will delete under execution. Thus, a 
series of processing is completed. 

[0041] Drawing 4 is drawing showing an example of a format of the packet of the inquiry exchanged between a 
terminal unit and a server. The identification information (Q) of the packet of an inquiry is stored in this packet as an 
HDR. 

[0042] When using it as a login packet in case a terminal unit demands the security check of a program-execution 
demand of this packet from a server, the password of the user name which is an identifier of a computer number, the 
identification number which is a request number and the identification number which is the identifier of a program, 
and an user as an identifier of a terminal unit as an inquiry of the security check to a program-execution demand, and 
its user is stored. 

[0043] It is unique numbers other than "0" attached at the time of the login which a terminal unit begins, and a 
request identification number is a number used in order to discriminate the program on a terminal unit, when it sees 
from server S, and is effective to log-out (logout). 
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[0044] When this request identification number is made to correspond to the identifier (Tn) of the usable terminal unit 
shown in drawing 6 and it is not [ be / it ] under execution, it stores initial value "0", and when it is under execution, 
it stores the numeric value sent from the terminal unit. With the terminal unit which is not initial value "0", it can 
judge that a program is performing by searching this request number. 

[0045] Moreover, when server S uses this packet as a check packet of the inquiry to the terminal unit under program 
execution, as an inquiry under program execution, a computer number, a request number, etc. of a terminal unit of a 
reference are attached, and it transmits to a terminal unit. 

[0046] Drawing 5 is drawing showing an example of a format of the packet of the reply exchanged between a terminal 
unit and a server. The identification information (A) of the packet of a reply is stored in this packet as an HDR. As for 
this packet, the packet of the reply to an inquiry of the security check of a program-execution demand from a 
terminal unit and a terminal unit use this packet as a packet of the reply to the inquiry from the server under program 
execution. 

[0047] When server S uses this packet as a packet of the reply to an inquiry of the security check of a 
program-execution demand from a terminal unit, as a packet which tells the propriety of a program execution The 
computer number of the terminal unit which asked the security check of a program, The request number from the 
terminal unit, the identification number of the program with the execution demand, the information that tells 
authorization or the disapproval of the program execution, and the information which shows the ground for 
disapproval at the time of disapproval are stored. 

[0048] Drawing 7 is drawing showing an example of the informational code which tells authorization and the 
disapproval of the program execution stored in the packet of drawing 5 . By the result of a security check, server S 
stores the code "0" which shows "O.K.; execution authorization , when permitting a program execution to the 
above-mentioned packet, it stores the code "1" which shows "NG; execution disapproval" when execution is 
disapproval, and returns it to a terminal unit. 

[0049] Drawing 8 is drawing showing an example of the informational code which tells the ground for disapproval of 
the program execution stored in the packet of drawing 5 . By the result of a security check, when carrying out the 
disapproval of the program execution, with the code "1 which shows the above-mentioned disapproval, server S also 
stores the code which shows the ground for disapproval, and is returned to a terminal unit. 

[0050] In the case of the error which does not expect a code "5", a code "9" is stored, when it is [ in / program 
identification number / "not registering" ] the code "2" over the concurrency possible number for the code "1" in 
computer name (identifier of terminal unit) ] not registering and a password is [ code / "3" ] different in a code "4" 
as the ground for disapproval in the case of an undefined user (users other than an usable user). In addition, the 
ground for disapproval is omitted here, although it is in addition to this. 

[0051] Drawing 9 is drawing showing the communication procedure of the server at the time of a security check, and 
a terminal unit. First, a terminal unit Tn transmits a login packet (Q) to server S in initialization processing at the time 
of program activation. 

[0052] If the login packet (Q) is received, and server S will perform the security check of the program which had the 
execution demand from the terminal unit Tn and will judge it as execution authorization, it will return the reply packet 
(A) which shows it. A terminal unit will start the program execution, if the reply packet of execution authorization is 
received. 

[0053] Server S will transmit the check packet (Q) which searchs the terminal unit which the program in a 
management object is performing, and asks the program-execution status to the searched terminal unit Tn by the 
interruput signal for every TM time by the timer 15, if a login packet (Q) is received from a terminal unit And since a 
reply packet (A) will be returned if a program is that there is nothing normal during execution in a terminal unit Tn, a 
check is ended in that case. 

[0054] Moreover, after transmitting a check packet (Q), when a reply packet (A) is not returned within TMX time, the 
request number which shows the inside of the program execution in the terminal unit is initialized. And if a terminal 
unit ends a program, a log-out packet (Q) will be transmitted to server S, and server S will initialize the request 
number which shows the inside of the program execution in the terminal unit, if the log-out packet (Q) is received. 
[0055] In the software-management system of this example, it can perform easily performing maintenance and 
managing so that the program of software may not be used improperly with each terminal unit using a server. 
Moreover, since the right [ as opposed to / since a server supervises the program-execution status of each terminal 
unit / the terminal unit in the times, such as a runaway state of a program and abnormal termination, ] of a program 
execution can be stopped and it can prepare for an execution demand from other terminal units, the royalty of a 
program can be efficiently used with two or more terminal units. 

[0056] Next processing in the case of supervising the idle state of a program in each terminal unit by the server of 
the software-management system of this example is explained. In this case, the program-execution time counted by 
the counter which it had in the storage of a terminal unit Tn is used. This execution time is the CPU time which the 
program actually used, for example, in the case of OS of UNIX, it is made into "the CPU time which the program used 
by the user space." 

[0057] Server S makes a trigger the interruput signal periodically generated by the timer 15 for every TM time, and 
transmits the check packet which asks the program-execution status to the terminal unit Tn under program 
execution for every TM time. If the check packet is received and the corresponding program will perform, a terminal 
unit Tn will store the content of a counter in a reply packet (A), and will return it to server S. 
[0058] the time of server S supervising change of the program-execution time of the terminal unit based on the 
content of the counter stored in the reply packet (A) transmitted from a terminal unit, and being changeless — a 
program — under execution — it is also — it does not start, but it judges that the idle state continues in fact, and 
the quill packet (kill packet) which is a packet which demands an end of the program is transmitted to a terminal unit 
Tn In a terminal unit Tn, if a quill packet is received, while an acknowledge packet (A) will be returned to server S, 
the program of an idle state is terminated. 

[0059] Drawing 10 is drawing showing other communication procedures of the server at the time of a security check, 
and a terminal unit. First, a terminal unit Tn transmits a login packet (Q) to server S in initialization processing at the 
time of program activation. 

[0060] If the login packet (Q) is received, and server S will perform the security check of the program which had the 
execution demand from the terminal unit Tn and will judge it as execution authorization, it will return the reply packet 
(A) which shows it. A terminal unit will start the program execution, if the reply packet of execution authorization is 
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received. 

[0061] Server S will transmit the check packet (Q) which searchs the terminal unit which the program in a 
management object is performing, and asks the program-execution status to the searched terminal unit Tn by the 
interruput signal for every TM time by the timer 15, if a login packet (Q) is received from a terminal unit. 
[0062] A terminal unit Tn will return the reply packet (A) which stored the content of a counter to server S, if the 
check packet (Q) is received. Server S compares CPU execution time which is the content of the counter stored in 
the reply packet (A) with CPU execution time returned by last time, if a reply packet (A) is returned within TMX time 
after transmitting a check packet (Q). 

[0063] Usually, at the time of execution, since CPU execution time stored in the reply packet (A) returned within 
TMX time is changing from CPU execution time when checking to last time, it admits a continuation of a program 
execution. However, the CPU time when checking to last time is judged to be an idle state if it is not changing as 
compared with last time, and the quill packet (Q) of a program end demand is transmitted to the terminal unit. 
[0064] If the quill packet (Q) is received, a terminal unit will return an acknowledge packet (A) and will terminate the 
program. Server S will initialize the request number which shows the program execution of the terminal unit, if an 
acknowledge packet (A) is received from a terminal unit. 

[0065] Thus, when a server can always supervise the program-execution status on each terminal unit and a program 
is in an idle state in each terminal unit for a long time, the program execution to the terminal unit can be stopped, it 
can prepare for an execution demand from other terminal units, and the royalty of a program can be efficiently used 
with two or more terminal units. 

[0066] Next, mediation processing of the right of a program execution to each terminal unit by the server of the 
software-management system of this example is explained. Server S is arbitrated with the priority which set up the 
execution demand beforehand, when an execution demand new when performing with the concurrency possible 
number the program was beforehand decided to be when the execution demand exceeding the concurrency possible 
number beforehand decided from the terminal unit Tn to the program was received is received. 
[0067] That is, server S performs the security check about the program which had the execution demand by the 
packet when a login packet was received from a terminal unit, it is an usable terminal unit and an user, and when 
additional coverage is still in a concurrency possible number, it gives authorization of a program execution 
immediately to the terminal unit. 

[0068] Moreover, when there is no additional coverage in a concurrency possible number, with reference to the 
program-execution priority of a program management information table, the thing under program execution is 
searched with the terminal unit with a priority lower than the terminal unit, the quill (kill) of the program execution to 
the searched terminal unit is carried out, it replaces with it, and the right of execution is permitted to the terminal 
unit with a high priority. 

[0069] Drawing 1 1 is drawing showing the communication procedure of further others of the server at the time of a 
security check, and a terminal unit. Here, the case where the right of a program execution of the terminal units T1, 
T2, T3, T4, and T5 which use the program name "spreadsheet C" of the program management information table 
shown in drawing 6 is arbitrated is explained. The concurrency possible number of this program name "spreadsheet 
C" is "4 " 

[0070] First server S permits the program execution of "spreadsheet C" to terminal units T1, T2, and T4, and is 
performing the program in terminal units T1, T2, and T4, respectively. 

[0071] Since server S checks that they are an usable terminal unit and an usable user and additional coverage is in a 
concurrency possible number when the login packet (Q) of a program-execution demand of "spreadsheet C" of a 
program identifier "P06" is received from a terminal unit T5 ( it sends the reply packet (A) which permits the right of 
execution of a program "spreadsheet C" to a terminal unit T5. In a terminal unit T5, while the reply packet (A) is 
received, execution of a program "spreadsheet C" is started. 

[0072] Server S asks and supervises the program-execution status for every TM time, after receiving each login 
packet (Q) to each terminal units T1, T2, T4, and T5. 

[0073] In that case, when there is no response within TMX time, it is judged as an overrun or abnormal termination of 
a program, and the request number of a program management information table is initialized, and a program-execution 
possible number is secured. Moreover, although the CPU time stored in the reply packet (A) from each terminal unit 
is made to continue as it is if changeful as compared with last time, if changeless, it will be judged as an idle state, 
and a program is terminated to the terminal unit, and a program-execution possible number is secured. 
[0074] Then, since there is no additional coverage in a concurrency possible number after server S checks that they 
are an usable terminal unit and an usable user when the login packet (Q) of a program-execution demand of 
"spreadsheet C" of a program identifier "P06" is received from a terminal unit T3, it searchs the terminal unit under 
execution for the present program "spreadsheet C" with a priority lower than a terminal unit T3 with reference to a 
program-execution priority. 

[0075] In this case, since a terminal unit T5 corresponds to it, server JS transmits a quill packet (Q) to a terminal unit 
T5, the deactivate request of operation of a program "spreadsheet C" is performed, and a terminal unit T5 ends 
operation of a program "spreadsheet C" based on the quill packet (Q), snatches the right of execution, returns an 
affirmation reply (A) to server S, and returns the right of execution. 

[0076] If an affirmation reply (A) is received from a terminal unit T5, server S will initialize the request number of the 
terminal unit T5 of a program management information table, will store the request number received from the terminal 
unit T3, and will transmit the reply packet (A) of execution authorization to a terminal unit T3. If a reply packet (A) is 
received from server S, a terminal unit T3 will give the right of execution of a program "spreadsheet C", and will 
perform the program. 

[0077] Moreover, when there is the same program-execution demand from each terminal units T1-T5 for example, 
execution authorization can be notified to a concurrency possible number in the order of the priority of each terminal 
units T1-T5, execution disapproval can be notified to the terminal unit exceeding a concurrency possible number, and 
contention of an execution demand of two or more terminal units can also be arbitrated. 

[0078] In addition, although the above-mentioned example explained the case where it performed only when the 
program is beforehand stored in each terminal unit and there is a notice of authorization from server S, the program 
which each terminal unit shares is stored in server S, and there is an execution demand from each terminal unit, and 
while the execution is permitted, you may be made to enable use of a program. 

[0079] Moreover, in the program to which the program of initialization processing is also set to main programs, such 
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as a word processor and a spreadsheet, when there is an execution demand of a main program at the time of the 
initialization processing, what is necessary is just made to perform above-mentioned processing. 

[0080] furthermore — the item which judges the validity of a program execution with the security check of a program 
using the password which only the identifier of a program or an identification number, the concurrency possible 
number of a program, a terminal unit name or a terminal number, a user-identification name or a user-identification 
number, and an user can know — carrying out — **** — every program — beforehand — a conclusive factor — 
**** — since execution authorization is given only when in agreement with conditions, an unauthorized use of a 
program can be prevented more effectively 

[0081] If the identifier and identification number are made unique on a network, when applying to the system which 
connected two or more networks, there is nothing about a possibility of giving authorization of a program execution to 
the terminal unit of the system which the item which judges the validity of a program execution can be changed and 
is different accidentally with the security check of a program for every network, and the unauthorized use of a 
program in a wide area network can be prevented. 

[0082] Thus, when the execution demand whose server exceeds the concurrency possible number decided 
beforehand is received, When an execution demand new when the concurrency possible number decided beforehand 
is performed is received, And since the right of a program execution can be preferentially permitted to the terminal 
unit with a high priority when the program-execution demand from the terminal unit exceeding a concurrency possible 
number competes, it is not necessary to terminate a high execution demand of an urgency. Therefore, the right of a 
program execution can be arbitrated according to a demand of an user, and the royalty of a program can be efficiently 
used with two or more terminal units. 

[0083] The software-management system of this example prevents the illegal copy of a program, and an unauthorized 
use, and there can be no trouble in a program execution at each terminal unit on a computer network system. 
[0084] Moreover, in order that a server may always supervise the program-execution status on each terminal unit, 
when a program can regain the right of execution to a server on a terminal unit when it terminates abnormally, a 
runaway state and, and it can prepare for an execution demand from other terminal units and a program is in an idle 
state on a terminal unit for a long time, the right of execution can be regained to a server and it can prepare for an 
execution demand from other terminal units. 

[0085] Furthermore, since a server arbitrates the right of a program execution to each terminal unit based on the 
priority set as each terminal unit, the right of a program execution according to the user can be given. Therefore, an 
unauthorized use of the program on a network can be prevented and the royalty of a program can be used efficiently, 
using each terminal unit on a network effectively. 
[0086] 

[Effect of the Invention] As explained above, according to the software-management system by this invention, a 
maintenance and a management can be easily performed so that the program of software may not be used improperly 
with two or more terminal units connected by means of communications, such as LAN. 
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3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram showing the software-management structure of a system which is one example of 
this invention. 

[Drawing 2] It is the block diagram showing the configuration of each terminal units T1-Tn shown in drawing 1 . 
[Drawing 3] It is the block diagram showing the configuration of server S shown in drawing 1 . 

[Drawing 4] It is drawing showing an example of a format of the packet of the inquiry exchanged between the terminal 
units and servers which were shown in drawing 1 . 

[Drawing 5] It is drawing showing an example of a format of the packet of the reply exchanged between the terminal 
units and servers which were shown in drawing 1 . 

[Drawing 6] It is drawing showing an example of a format of the program management information table stored in the 
storage 12 of server S shown in drawing 3 . 

[Drawing 7] It is drawing showing an example of the informational code which tells authorization and the disapproval 
of the program execution stored in the packet of drawing 5 . 

[Drawing 8] It is drawing showing an example of the informational code which tells the ground for disapproval of the 
program execution stored in the packet of drawing 5 . 

[Drawing 9] It is drawing showing the communication procedure of the server at the time of the security check in the 
software-management system shown in drawing 1 , and a terminal unit 

[Drawing 10] It is drawing showing other communication procedures of the server at the time of the security check in 
the software-management system shown in drawing 1 , and a terminal unit. 

[Drawing 1 1] It is drawing showing the communication procedure of further others of the server at the time of the 

security check in the software-management system shown in drawing 1 , and a terminal unit. 

[Description of Notations] 

1,11 :1/0 device 2, 1 2:storage 

3 and 1 3:LAN interface 

4, 14:CPU 15:timer 

1 6: Managed table counter 

10: Local Area Network (LAN) 

T1-Tnrterminal unit S:server 
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